Center for Clinical and Translational Science (CCTS)

Enterprise Data Trust Data Use Agreement (DUA)
To: Biomedical Intelligence Reporting Officer
I am requesting access to specimens from the Kentucky Research Registry and Specimen Bank, patient data and demographic information, which may include protected health information (PHI) which is housed in the CCTS Enterprise Data Trust for research purposes. I understand that in order to be granted access to PHI, I must abide by certain requirements in regards to usage, storage, and destruction of any data copied and/or extracted from the Enterprise Data Trust. I understand the DUA is in effect for the entire length of the research project, regardless of my employment at the University of Kentucky.
I understand that the use of the PHI that I may be granted is restricted to me and the PHI will not be disclosed, loaned, duplicated or shared with any other individual or institution without first securing written permission from the Biomedical Intelligence Reporting Officer. If such permission is received, I will ensure that any individual, institution or agent provided such data will agree to the same restrictions and conditions that apply to me with respect to such data.
If employed outside of the covered entity, I understand my data will be released to me on a virtual machine housed on a server within the covered entity, and will not attempt to print, duplicate, disclose, or share any of the information released to me without first securing written permission from the Biomedical Intelligence Reporting Officer. 
I have implemented appropriate safeguards to prevent use or disclosure of the PHI to any other entity.  Appropriate administrative, technical and physical safeguards including, but not limited to, encryption, password protection, access control, periodic audits, data backup, and virus software have been implemented.
A breach, defined as the acquisition, access, use or disclosure of PHI in a manner not permitted by the HIPAA Privacy Rule, compromises the security and privacy of PHI. Suspected or alleged inappropriate use or disclosure of a patient’s PHI must be reported immediately to the UK HealthCare Privacy Officer for investigation. Should a breach or suspected or alleged inappropriate use or disclosure occur, I will notify the Biomedical Intelligence Reporting Officer and UKHealthcare Privacy Officer immediately in writing with an accounting of the disclosure of PHI in accordance with 45CFR 164.528.
I have reviewed training on HIPAA Privacy & Security provided and understand my responsibility regarding protection of the data and reporting any breach or unauthorized uses/disclosures that may occur. I will not use or further disclose the data other than as permitted by this DUA or as otherwise required by law and will not use or further disclose the data in a manner that would violate HIPAA if done by the covered entity.  Further, I attest I will NOT attempt to re-identify any de-identified data I might receive or in which I am granted access. In the event that you identify a significant health concern you should notify the Biobanking Executive Steering Committee with data which suggests that a humanitarian intervention may be warranted, then the CCTS Research subject advocate will present this information to the IRB for adjudication and determination of whether the patient should be contacted with this incidentally discovered information.  This would be the only exception that may allow re-identification of the patient. 
I agree to dispose of any and all data stored locally (on my hard drive, temporary storage, or removable media) in accordance with approved policies.
I agree to use the appropriate citation on any publication using data received by the Enterprise Data Trust, and I agree to report any publications supported by the CCTS upon the request of the Biomedical Intelligence Reporting Officer.
I acknowledge that all biospecimens that I receive are potentially infectious and I understand that I must implement universal precautions when performing experiments and/or manipulations. That is, I will treat all biospecimens as if they are known to be infectious for bloodborne pathogens.
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